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180.000 may tinh trong céc co quan té chiic
nhiém ma déc APT
14:46 15/12/2022

Theo két qua “Danh gia an ninh mang danh cho nguéi st dung cad nhan” do Tap
doan BKAV thuc hién thang 12/2022, 180.000 may tinh trong cac co quan, to
chirc Viét Nam bi nhiém ma doc APT trong nam qua. Con dudng phat tan chu
yéu van la g email véi ndi dung du dé hodac thic giuc mé file dinh kem.

Anh minh hoa. (Anh: internet)

Théng ké ciia BKAV cho thay, 180.000 may tinh trong cac co quan, té chirc Viét
Nam bi nhiém ma dbéc APT trong nam qua. Con dudng phat tdn chd yéu van la
gui email véi n6i dung du dé hoac thic giuc ma file dinh kem.

Ma doc kich hoat ngay khi nguoi dung maé file, tr d6 am tham hoat déng trén
may tinh nan nhan: Cai dat thém céc module thanh phan khac dé diéu khién tur
xa, dadnh cap dir liéu, leo thang dac quyén, 1gi dung thiét bj dé€ ti€p tuc hanh vi
tan céng len sau hon vao hé théng cla co quan, té chiec...



PE& 18n tradnh cac gidi phap bdao méat, ma doc s dung rat nhiéu ky thuét tinh vi
nhu DLLSideLoading (&n ndu dudi cac phan mém hé théng, phan mém nai tiéng
nhu Google, Office, Antivirus), fileless (ky thuat tang hinh), dugc Iap trinh bang
nhiéu ngdén ngit khac nhau, CVE, bootkit, rootkit...
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