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Canh bao 06 16 héng anh huéng murc cao va
nghiém trong trong cdc san pham duoc
Microsoft

10:54 21/10/2023

Trung tam Gidm sat an toan khong gian mang quéc gia - NCSC thudc Cuc An
toan thong tin, BO TT&TT vira cdnh bdo cac co quan, don vi, doanh nghiép vé 06
16 héng anh hudng muc cao va nghiém trong trong cdc sadn pham duoc
Microsoft cong b6 thang 10/2023.
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Anh minh hoa internet.

Cu thé, trong 06 16 h6ng an toan théng tin mdi dugc Cuc An toan thong tin canh
béo cac don vi, cé 16 h6ng CVE-2023-36778 trong Microsoft Exchange Server
cho phép doi tugng tan cong thuc thi ma tu xa.

Trudc do, Trung tam Gidm sat an toan khong gian mang quoc gia da nhiéu lan
phat hanh céc van ban canh bao dién rong vé nhimng 16 héng anh hudng dén hé
théng may chu thu dién ti - Microsoft Exchange Server. Qua dé cho thay,
Microsoft Exchange Server van ludn la muc tiéu hang dau dugc cac déi tugng
tan céng c6 chu dich nham dén.




Vi vay, dé€ ddm bao an toan thong tin cho hé théng cla céc co quan, t6 chirc,
Cuc An toan théng tin, B6 Théng tin va Truyén thong (TT&TT) dé nghi cac co
quan, té chic, doanh nghiép ra soat 16 héng lién quan dén Microsoft Exchange
Server dé€ phat hién va cé phuong an xt ly kip thoi, déng thoi tang cuong giam
sat nham gidm thi€u nguy co bi tdn céng thong qua cac 16 hdng nay.

Ciling trong lan canh bdo nay, Trung tam Gidm sat an toan khéng gian mang
quéc gia dé nghi cac don vi luu y 05 16 h6ng an toan thong tin khac ton tai
trong san phdm cta hang Microsoft, bao gom 16 héng CVE-2023-36563 trong
Microsoft WordPad cho phép déi tugng tan cong thuc hién thu thap théng tin
ma bam NTLM cla ngudi dung; 02 16 héng CVE-2023-41763 trong Skype for
Business va CVE-2023-36434 trong Windows IIS Server déu cho phép déi tugng
tan céng thuc hién leo thang dac quyén; va 02 16 héng CVE-2023-35349, CVE-
2023-36697 trong Microsoft Message Queuing cho phép déi tugng tan céng
thuc thi ma tu xa.

Céc chuyén gia NCSC ciling luu y thém, céc 16 h6ng CVE-2023-36563 ton tai &
san pham Microsoft WordPad, CVE-2023-41763 trong Skype for Business hién
dang bi khai thac trong thuc té.

P& dam bdo an toan théng tin cho hé thong théng tin cdia don vi, gdép phan bao
dam an toan cho khéng gian mang Viét Nam, Cuc An toan théng tin vira c6 mot
s0 khuyén nghi véi don vi chuyén trach CNTT, an toan théng tin cla céc bo,
nganh, dia phuong; cac tap doan, téng cong ty nha nudc va cac ngan hang, to
chirc tai chinh.

Cung véi dé nghij kiém tra, ra soat, xac dinh may tinh s dung hé diéu hanh
Windows c6 kha nang bi anh huéng bai 06 16 héng néu trén hay khong, Cuc An
toan thong tin hudng dan rd, truong hgp bi anh hudng, cac don vi can thuc hién
cap nhat ban va kip thoi dé tranh nguy co bi tan céng.

Céac co quan, té chirc, doanh nghiép ciing dugc dé nghi tdang cudng gidm sat va
san sang phuong an x ly khi phat hién cé dau hiéu bj khai thac, tan cong
mang; dong thaoi thuong xuyén theo doi kénh cdnh bdo cla céc co quan chirc
nang va cac t6 chic 16n vé an toan théng tin dé phat hién kip thoi cdc nguy co
tan c6ng mang.
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