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BO TT&TT hudéng dan xu ly khan cap ma déc
WannaCry
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BO TT&TT vira phat di cdnh bdo mé& doéc c6 tén WannaCry khai thdc mot sé 16
héng trén hé diéu hanh Windows dé tan cong vao cac may tinh véi muc tiéu ma
héa dir liéu dé doi tién chudc.

[ 5% Wans DecryptOr 20 )
Ooops, your files have been encrypted!

What Happened to My Computer?
‘Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Noboedy can recover your files without
our decryption service.

yment will be raise " [
Payment will be raised on | FiJE  pepee My Files? o
Sure. We guarantes that you can recover all vour files safely and easily. But you have
not 5o enough time,
Time L You can decrypt some of your files for free. Try now by clicking <Decrypt=. |

But if you want to decrypt all your files, you need to pay.

You only have 3 days to subrmit the payment. After that the price will be doubled. E
Also, if you don't pay in 7 days, you won't be able to recover your files forever,
We will have free events for users who are 5o poor that they couldn’t pay in 6 months.
Your files will ba lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoins.
Pleass chack the current price of Bitcoin and buy some bitcoins. For more information, I

click <How to buy bitcoing>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
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Send $600 worth of bitcoin to this address

bitcoin

Contact Us

Khan cdp phong ngtra, ngan chdn su tdn céng cia ma déc WannaCry (Anh: VTV)

Theo Cong TTDT B TT&TT, hién tai, ma doc cé tén la WannaCry khai thac mét
s6 16 héng trén hé diéu hanh Windows dé tan cong vao cac may tinh véi muc
tiéu ma hoéa dit liéu dé doi tién chudc, anh hudng téi nhiéu té chic, cd nhan trén
pham vi toan cau.




Cuc An toan thoéng tin - B6 Thong tin va Truyén thong huéng dan céac té chire,
ca nhan thuc hién bién phap xt ly khan cap ma doc nay.

Poi véi ca nhan:

Thuc hién cap nhat ngay cac phién ban hé diéu hanh windows dang st dung.
Riéng d6i vdi cac may tinh s dung Windows XP, s dung ban cap nhat méi nhat
danh riéng cho su vu nay tai: https://www.microsoft.com/en-
us/download/details.aspx?id=55245&WT.mc_id=rss_windows_allproducts hoac
tim ki€ém theo tu khda badn cap nhat KB4012598 trén trang chl cla Microsoft.

Cap nhat ngay cac chuong trinh Antivius dang st dung. Doi véi cac may tinh
khong c6 phan mém Antivirus can tién hanh cai dat va s& dung ngay mot phan
mém Antivirus cé ban quyén.

Can trong khi nhan dugc email cé dinh kem va cac duong link la dugc gui trong
email, trén cdc mang xa hdi, cong cu chat...

Can than trong khi mé cac file dinh kem ngay ca khi nhan dugc tir nhitng dia chi
quen thubc. S dung cac cong cu ki€m tra phan mém dbc hai truc tuyén hoac
c6 ban quyén trén may tinh véi cac file nay trudc khi ma ra.

Khéng ma cac dudng dan cé dubi .hta hoac dudong dan cé cau tric khong rod
rang, cac duong dan rut gon link.

Thuc hién bién phap luu trir (backup) di liéu quan trong ngay.
Déi véi té chirc, doanh nghiép (cu thé véi cac quan tri vién hé théng):

Ki€m tra ngay lap tlc cdc may chd va tam thoi khéa (block) cac dich vu dang su
dung céc céng 445/137/138/1309.

Ti€n hanh cac bién phap cap nhat sém, phu hgp theo timng dac thu cho cdc may
chd windows cla t6 chirc. Tao cac ban snapshot doi véi cdc may chu do hda dé
phong viéc bi tan cong.

Cé bién phap cap nhat cadc may tram dang s dung hé diéu hanh Windows.

Cap nhat co sé dir liéu cho cdc mdy chu Antivirus Endpoint dang st dung. Daoi
v3i hé théng chua st dung cac cong cu nay thi can trién khai s&r dung cac phan
mém Endpoint cé bdn quyén va cap nhat méi nhat ngay cho cdc may tram.

Tan dung céc gidi phdp dam bdo an toan théng tin dang c6 san trong t6 chic
nhu Firewall, IDS/IPS, SIEM... dé theo dodi, gidm sat va bdo vé hé théng trong
thoi di€m nhay cdm nay. Cap nhat cac ban cap nhat tlr cdc hang bdo méat doi



v@i cac giadi phap dang c6 san. Thuc hién ngan chan, theo déi domains dang
dugc ma doc WannaCry s dung, dé xac dinh dugc cac may tinh bi nhiém trong
mang dé cé bién phap xr ly kip thai:

o http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/

Can nhac viéc ngan chan (block) viéc stir dung Tor trong mang néu doanh
nghiép, t6 chuec.

Thuc hién bién phap luu trir (backup) dir liéu quan trong ngay.

Canh bao téi nguoi dung trong t6 chirc va thuc hién cac bién phap nhu néu trén
doi véi nguoi dung.

Lién hé ngay vdi cac ca quan chic nang cling nhu cac té chiic, doanh nghiép
trong Iinh vuc an toan thong tin d€ dugc ho trg khi can thiét.
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