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Canh bao 12 16 héng c6 muc dé anh huéng cao
va nghiém trong é san pham cua Microsoft
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Cuc An toan théng tin, B6 Théng tin va Truyén thong da luu y cac don vi chuyén
trdch c6ng nghé thong tin, an toan théng tin; cac tap doan, téng céng ty nha
nudc cung cac ngan hang, t6 chic tai chinh vé 12 16 h6ng c6 muirc do anh hudng
cao va nghiém trong.

Anh minh hoa. (Anh: internet)

Cé mic anh hudng nghiém trong véi di€ém CVSS 9.8, 16 héng bao méat CVE-
2023-21716 trong Microsoft Word cho phép déi tuogng tan cong thuc thi ma tlr
xa.

L6 héng CVE-2023-21715 ton tai trong Microsoft Publisher cé mdc anh hudng
cao, cho phép doéi tuogng tan cong thuc hién tdn cbéng vugt qua co ché bdo mat.
L6 h6éng nay dang bi khai thac trén thuc té.

Cung c6 anh hudéng mic cao, 2 16 héng CVE-2023-23376 va CVE-2023-21812
trong Windows Common Log File System (CLFS) cho phép déi tugng tan céng




thuc hién tan cong nang cao dac quyén. Ca 2 16 h6ng nay, theo Cuc An toan
thong tin, déu dang bi khai thac.

Ba 16 héng CVE-2023-21705, CVE-2023-21713, CVE-2023-21528 trong Microsoft
SQL Server cho phép doéi tuogng tan cong thuc thi ma tir xa.

L6 héng bdo mat CVE-2023-21717 trong Microsoft SharePoint Server cho phép
d6i tugng tan cong thuc hién nang cao dac quyén.

Céc chuyén gia Cuc An toan thong tin dac biét luu y 4 16 h6ng CVE-2023-21529,
CVE-2023-21710, CVE-2023-21707 va CVE-2023-21706 trong Microsoft
Exchange Server. Cac 16 héng bdo méat cho phép déi tuong tan céng thuc thi ma
tu xa.

Theo dénh gid cla Cuc An toan théng tin, Microsoft Exchange Server da va
dang la muc tiéu hang dau dugc cadc nhom tan céng cd chu dich - APT. Vi vay,
cac co quan, t6 chic can dac biét chd y cling nhu c6 ké hoach khac phuc va
tdng cuong gidm sat nham gidm thiéu va tranh nguy co bi tdn céng thong qua
cac 16 héng nay.
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