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Canh bao 6 16 hong bao mat trong san pham
cua Microsoft
19:04 23/03/2023

Cuc An toan thong tin, B6 Thong tin va Truyén thong via dua ra canh bao vé 6
16 h6ng bao mat trong san pham cda Microsoft dua trén danh séch ban va
thang 03/2023.
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Anh minh hoa. (Anh: internet)

Theo dd, Cuc An toan théng tin cling dé nghi cac co quan, té chirc ra soat dé
phat hién hé thong bi dnh hudng tranh nguy co bi tan cong.

6 16 hong dugc dé cap téi gom: CVE-2023-23392 ton tai trong HTTP Protocol
Stack, CVE-2023-23415 trong Internet Control Message Protocol, CVE-2023-
23399 trong Microsoft Excel va CVE-2023-23400 trong Windows DNS Server, 16
héng CVE-2023-23397 trong Microsoft Outlook va 16 héng CVE-2023-24880
trong Windows SmartScreen.

Dac biét, can chd y 16 héng CVE-2023-23397 cho phép thuc hién tan céng nang
cao dac quyén, 16 héng CVE-2023-24880 cho phép doi tuong thuc hién tan
cong vuot qua co ché bdo méat la 2 16 héng dang bi doi tugng tan cong khai thac



trong thuc té. 4 16 héng con lai déu cho phép doi tuong tan céng thuc thi ma tir
Xa.

Do do, cac don vi can ti€n hanh ki€m tra, ra soat, xac dinh may tinh s dung hé
diéu hanh Windows c6 kha nang bi anh hudng, néu phat hién I16i can kip thoi
cap nhat ban va dé tranh nguy co bi tan cong mang.

Bén canh do, cling can tang cudng gidm sat va san sang phuong an xu ly khi
phat hién cé dau hiéu bi khai thac, tdn cong mang, thuong xuyén theo doi kénh
canh bdo cla co quan chirc nang va cac té chic 16n vé an toan thong tin dé
phat hién kip thoi nguy co tan céng mang.

Khi can ho trg, cac don vi c6 thé lién hé téi Cuc An toan thong tin Trung tam
Gidm sat an toan khéng gian mang quéc gia (s6 dién thoai 02432091616, thu
dién t: ais@mic.gov.vn) dé€ dugc trg giup.
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