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Canh bao 9 16 héng nguy co cao va nghiém
trong vé an toan thdng tin trong cdac san pham
cua Microsoft
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Cuc An toan thong tin (BO TT&TT) vira dua ra cdnh bdo céc co quan, té chirc,
doanh nghiép vé cac 16 héng bdo méat muc cao va nghiém trong trong céc san
pham cula Microsoft.

TU danh sach ban va thang 7/2023 d6i véi 130 16 héng an toan théng tin (ATTT)
trong cac san phdm cla Microsoft do hang céng bo, cac chuyén gia Cuc ATTT
da danh gid va luu y cac don vi chuyén trach vé CNTT, ATTT vé 9 16 h6ng anh
huédng muc cao va nghiém trong.

Déang chu vy, trong 9 16 héng méi dugc canh bdo, c6 2 16 hng CVE-2023-33160
va CVE-2023-33134 ton tai trong phan mém Microsoft SharePoint Server, cho
phép doi tuogng tan cong thuc thi ma tir xa.

BO TT&TT canh bdo 9 16 h6ng mdi nguy cd cao va nghiém trong vé an
toan thdong tin




Thoi gian vlra qua, Trung tam Gidm sat an toan khéng gian mang quéc gia
(NCSC thubc Cuc ATTT) da nhiéu lan cdnh bao dién rong vé nhirng 16 héng anh
hudng dén Microsoft SharePoint Server. Diéu nay cho thay, Microsoft SharePoint
Server van la muc tiéu hang dau dugc cac doi tugng tédn cong cé chu dich nham
dén.

D& ddm bdo ATTT cho hé thong cla céc co quan, té chic, Cuc ATTT dé nghj cac
don vi ra soat 16 héng lién quan dén Microsoft SharePoint Server dé phat hién
va c6 phuong an x{ ly kip thoi, dong thoi tang cudong gidm sat nham gidm thiéu
nguy co bi tdn cong théng qua cac 16 héng nay.

Bén canh 2 16 h6ng mdi trong Microsoft SharePoint Server, Cuc cling dé nghi
cac don vi dac biét luu y 7 16 h6ng bao mat khac trong céc san pham cla
Microsoft, cé thé bi cdc nhom tin tac lgi dung, khai thac dé€ tan céng vao cac hé
thong thong tin tai Viét Nam.

Trong d6 c6 2 16 héng bdo méat CVE-2023-32057 va CVE-2023-35309 trong
Microsoft Message Queuing, cho phép doi tugng tan cong thuc thi ma tu xa.
Pay la 2 16 h6ng dugc danh gid cé mic do anh huéng nghiém trong, vaéi diém
CVSS la 9.8.

Cung cé mic d6 dnh hudng & muc cao, véi diém CVSS tir 7.8 dén 8.8, c6 5 16
héng gom CVE-2023-36884 trong Office va Windows, CVE-2023-35311 trong
Microsoft Outlook, CVE-2023-36874 trong Windows Error Reporting Service,
CVE-2023-32046 trong Windows MSHTML va CVE-2023-32049 trong Windows
SmartScreen déu dang bi khai thac trong thuc té.

Cuc ATTT khuyén nghi cac don vi ki€m tra, ra soat, xac dinh may st dung hé
diéu hanh Windows c6 kha nang bi anh hudng; cé bién phap x ly kip thoi dé
trdnh nguy co bi tan cong. Trong do, bién phap tot nhat d€ khac phuc la cap
nhat ban va cho céc 16 héng bao mat theo hudng dan cla hang.

Céc co quan, t6 chirc, doanh nghiép tang cudng viéc giam sat va san sang
phuong an x ly khi phat hién cé dau hiéu bi khai thac, tan cdng mang; thudng
xuyén theo ddi kénh canh bdo clia cac co quan chic nang va cac té chirc 16n vé
an toan thong tin dé phat hién kip thoi cdc nguy co tan cong mang.
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