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Canh bao chién dich tan céng mang nham vao
Viét Nam
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Trung tam Gidm sat an toan khdng gian mang quéc gia (NCSC), thudéc Cuc An
toan thong tin cho biét, chién dich tan cong ma doc RAT thuc hién cac hanh vi
trdi phép nham vao nguoi dung tai Viét Nam, Han Quéc cung mot sé quéc gia
khac.

Anh minh hoa (Anh: internet)

Cuc An toan thong tin, B6 Thong tin va Truyén thong cling ghi nhéan thong tin vé
mot chién dich tdn c6ng do nhém Earth Hundun thuc hién trong nam 2024,
trong dé sir dung ma doc RAT dé tién hanh cac chudi tdn cong va lan truyén ma
doc vao cac thiét bi khac.

Qua phan tich, cac chuyén gia bdo mat da phat hién nhiéu ching ma doc, céng
cu dbc hai dugc stir dung trong chudi lay nhiém nhu: VenomRAT, Agent-Tesla,
Remcos, NjRAT, NanoCore RAT, Pony, Xworm, AsyncRAT va DCRat. NCSC nhéan
manh, RAT nham vao ngudi dung tai Viét Nam, Han Quéc cing mot sé quoc gia
khac.



P& dam bdo an toan théng tin cho hé thong thong tin Cuc An toan thong tin
khuyén nghi cac don vi ki€m tra, ra soat hé théng théng tin dang st dung c6
kha nang bi anh huéng bdi ma doc trén. Chu dong theo ddi cac thong tin lién
quan dén ma doc tir hang nham thuc hién nang cap Ién phién ban méi nhat dé
trdnh nguy co bi tan cong.

Tang cudng gidm sat va san sang phuong an xu ly khi phat hién c6 dau hiéu bj
khai thac, tan cong mang. Bong thai, thuong xuyén theo doéi kénh cdnh béo cua
cac co quan chlc nang va cac té chirc 16n vé an toan thoéng tin d€ phat hién kip
thoi cadc nguy co tan cong mang.

Trong truong hop can thiét cé thé lién hé dau mai hé trg cta Cuc An toan théng
tin: Trung tdm Gidm sat an toan khong gian mang quéc gia dé dugc ho trg.
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