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Canh bdo khan cap: Samsung phat hanh ban va
cho 16 héng zero-day nguy hiém
10:56 15/09/2025

Ga khong 16 céng nghé Samsung vira phat hanh ban va khan cdp cho nguoi
dung dién thoai Galaxy sau khi phat hién mét 16 héng zero-day nguy hiém dang
bi tdi pham mang khai thac ngoai thuc té. L6i bdo mat nay, c6 ma dinh danh la
CVE-2025-21043, cho phép ké tan cong thuc thi ma doc tir xa va truy cap trai
phép vao dit liéu ca nhan cua ngudi dung.
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Samsung phat hanh ban va cho 16 hdng zero-day nguy hiém
L6 hong nguy hi€m tur thu vién hinh anh va ruai ro trén dién réng

Theo Samsung, 16 héng zero-day nay dugc phat hién trong phan mém xu ly
hinh dnh cta bén th& ba cé tén libimagecodec.quram. Piéu dang lo ngai la 16
héng nay lai dugc ing dung WhatsApp (v6i hon 3 ty ngudi dung) béo céo, va
WhatsApp la 'ng dung duoc cai dat san trén hau hét cac thiét bi Galaxy. Diéu
nay khién pham vi tan céng tiém tang tré nén Ién hon bao gid hét, de doa hang
triéu ngudi dung trén toan cau.

Chuyén gia bdo mét Brian Thornton tir Zimperium nhén dinh: “L6 héng zero-day
nay cho thay, téi pham mang dang chuyén hudng sang céac thiét bi di déng nhu




MmOt muc tiéu tan cong nhanh chdng. Trong trudng hgp nay, mot thu vién ngudn
déng lai tao ra rui ro trén dién rong.”

Samsung xac nhan, cac thiét bi chay Android 13 tré |én déu cé nguy co bi anh
huéng. Hién ca Samsung va WhatsApp da phat hanh ban va, nhung qué trinh
trién khai trén thuc té lai tuong doi phic tap. Khong giong nhu Apple cé thé cap
nhat dong loat cho hé diéu hanh iOS trén toan cau, cac thiét bj Galaxy phai cho
phat hanh theo model, khu vuc va nha mang. Diéu nay cé nghia la nhiéu nguoi
dung c6 thé phai mat thém thoi gian méi nhan dugc ban sta 16i, trong khi rdi ro
van dang hién hitu.

Google déi chién lugc, Samsung can cidp nhat ngay

Gan day, Google da cong bé mét mo hinh phan phéi ban véd méi. Thay vi tung ra
g6i vé hang thang bao gébm tat ca cac 16i, hang sé tach riéng cac ban va quan
trong nhu zero-day dé phat hanh ngay lap tic. Céc 16i nhd hon sé dugc gbp lai
va phat hanh theo quy. Cach ti€p can nay dugc ky vong sé gilp cac nha san
xuat, trong d6 c6 Samsung, day nhanh téc d6 cap nhat nhirng 16i nghiém trong.

Néu Samsung khoéng diéu chinh, nguoi dung Galaxy c6 thé sé chi nhan dugc cac
ban va quan trong hai thdng mot 1an, thay vi cap nhat lién tuc nhu trén Pixel
hay iPhone. Trong lGc cho doi, cadc chuyén gia khuyén céo, nguoi dung dién
thoai Samsung nén ki€ém tra cap nhat thuong xuyén trong phan Cai dat - Cap
nhat phan mém. Bong thoi, nguoi dung cling nén han ché cai dat cac iing dung
ngoai ti nhirng nguon khéng ré rang dé tu bao vé minh.

Nivedita Murthy, mot chuyén gia tir Black Duck, nhan manh: “L6 héng nay c6
thé bi lgi dung dé€ chiém quyén diéu khién thiét bj va truy cap d liéu luu trit
trén dé. Cap nhat sém la cach duy nhat dé nguoi dung tu bdo vé minh.”
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