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Canh bdo 16 hong nguy hiém gay anh huéng téi
1 triéu may chu
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Day la 16 héng trén phan mém mé& ngudén maé Apache Tomcat. L6 héng nay co
thé anh hudng téi hon 1 triéu may chu dang hoat dong trén thé gidi, trong dé cé
Viét Nam.

Méi day, cac chuyén gia an ninh mang taiViét Nam da Ién tiéng canh béo vé 16
héng Ghostcast trén phan mém ma nguén mé Apache Tomcat. L6 héng nay cho
phép ké tan cong cé thé doc cac tép tin cdu hinh cla Ung dung, danh cap mat
kh&u hoac API token, tham chi chi€ém quyén diéu khién may chu.

Ghncteat 1A mAE IA hAnna trann nian thite AID Tamecat (Anacha ISary Drni'nr'n|)
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16 héng trong phdn mém mé& nguén md Apache Tomcat vira dugc phat hién



Tuy la phan mém mién phi, thé nhung Apache Tomcat dugc danh gia cao béi
kha nang thiét lap moi trudng website an toan, tiét kiém chi phi va tinh hiéu
qud cao. Hién nay, Apache Tomcat dang chi€ém gan 50% thi phan website trén
thé gi6i.

Apache TomCat luén nam trong danh sach nhirng phan mém ma nguén mé phé
bi€n nhat hién nay trén thé gidi va dugc si dung rong rai bai rat nhiéu cac don
vi trong linh vuc tai chinh, ngan hang, vién thong... Do dd, viéc xuat hién 16
héng trén phan mém nay dugc danh gia la cuc ky nguy hiém.

L6 héng GhostCat c6 ma theo dbi CVE-2020-1938 (CVSS 9.8). L6 héng nay dugc
tin tac khai thac duégi dang chen ky tu dac biét trong IGc gii nhitng yéu cau taéi
may chd dé doc ma ngudn hodc cac thong tin file cadu hinh may chd. Khi nam
dugc cac file cau hinh nay, tin tac cé thé ti€p can va cai dat backdoor dé chiém
quyén diéu khién tur xa va thuc thi cadc cubc tdn cong mang khac.

Theo cac chuyén gia, 16 hdng Ghostcat hién da dugc phat hién trén tat ca céac
phién ban (9.x/8.x/7.x/6.x) clia Apache Tomcat phat hanh trong suét 13 nam
gua. Diéu dac biét nghiém trong la cdc ma khai thac da xuat hién va duoc chia
sé tran lan trén Internet, tir d6 céc tin tac cé thé tim kiém va trién khai cac
phuong thirc xdm nhap vao may chid web mét cach dé dang.

Théng ké cla cong cu tim kiém |6 héng BinaryEdge cho thay, hién nay cd hon
mot triéu mdy chu Tomcat hién dang hoat déng, do dé cac chuyén gia nhan
manh rang, tat cad doanh nghiép, cd nhan st dung Apache Tomcat khéng phai
phién ban mdi nhat déu nam trong danh sach cé thé trg thanh con maoi cla ké
tan cong.

Theo khuyén cdo cta gidi chuyén mon, cac doanh nghiép s dung hé théng
Apache Tomcat can cap nhat hé thdng Ién phién bdn méi nhét va khéng bao gio
ma& cong AJP dén cac may Client khong dang tin cay.

Doi ngli ctia Tomcat cling cho biét: “Nguoi dung nén luu y mot thay déi da dugc
thuc hién trong cau hinh AJP Connector mac dinh phién ban 9.0.31. Do vay,
ngudi dung cap nhat Ién phién ban 9.0.31 hodc cao hon sé can phai thuc hién
nhirng thay d6i nhoé trong cdu hinh ctia minh.”.

Né&u khong thé nang cap phién badn may chud bi anh hudng ngay lap tic, ngudi
duing c6 thé khac phuc tam thoi bang cach tat AJP Connector, hodc chuyén
hudng né vé mot céng cuc bd dé tranh nhiing rdi ro khong ddng cd téi may chd.
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