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Canh bao nguy co nguoi dung Microsoft Office
bi tan céng mang qua 16 héng méi trén
Windows
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Trung tam Gidm sat an toan khong gian mang quéc gia (NCSC - Cuc An toan
thong tin, BO TT&TT) vira cho biét, hang Microsoft d& cong bé 16 hng bao mat
c6é ma CVE-2021-40444 trong Microsoft Windows.

Anh minh hoa (Anh: internet)

L6 h6ng bdo mat nay anh hudng dén cac phién ban Windows 7/8/8.1RT/10 va Windows
Server 2008/2012/2016/2019/2022.

Cé diém CVSS 8.8 (cao), 16 hdng bao mat méi cé6 ma 16i CVE-2021-40444 cho
phép doi tuong tan cong thuc thi ma tir xa trong MSHTML. Day la mot thanh
phan cla hé diéu hanh dugc dung béi kha nhiéu chuong trinh cla Microsoft
nhu: Microsoft Office, bao gdom Word va PowerPoint....




Microsoft cling da c6ng b6 rang, 16 hdng CVE-2021-40444 dang dugc khai théac
tich cuc. DB6i tugng tan cong st dung cac tai liéu Microsoft Office doc hai va Ita
ngudi dung mé ching.

Canh bdo dén nguoi dung Internet Viét Nam vé 16 h6ng bdo mat mdi trong
Microsoft Windows, chuyén gia huéng dan, nguoi dung can kiém tra xem phién
ban Windows minh dang s dung cé trong danh sach céc phién ban bi anh
hudng bai 16 héng khdéng CVE-2021-40444 hay khéng.

Néu cd, nguoi dung can thuc hién céc bién phdp khac phuc la vé hiéu héa
Active Controls va chd dén ldc cé ban va 16 héng méi nay tir Microsoft, déng
thoi sir dung Microsoft Defender Antivirus va Microsoft Defender for Endpoint dé
c6 thé ho trg phat hién va ngan chan 16 héng.

Ngoai ra, cac chuyén gia cling luu y thém, dé bao mat va trédnh bj tdn cong,
ngudi dung khéng nén ma hay tai vé cac tai liéu, tap tin... ma minh khong mong
muon hay khong biét.
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