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Canh bao tro Iira dao tin nhan mao danh ngan
hang dé chiém doat tién
09:16 16/02/2021

Cuc An toan théng tin (BO Thong tin va truyén théng) canh bédo tinh trang thué
bao di ddng nhan dugc cac tin nhan mao danh cac ngédn hang nhu TPBank,
Sacombank, ACB, Zalopay... gti ndi dung Itra ddo nham chiém doat tién.

Nh{rng tin nhan gia mao nay khéng xuat phat tir hé théng cla céc té chic tai chinh, ngan
hang va doanh nghiép vién thong ma dugc phat tan qua cac thiét bi phat séng di dong gia
mao (IMSI Catcher/SMS Broadcaster). Day la cac thiét bi c6 ngudn goc nudc ngoai, dugc
mua bdn, sir dung tradi phép nham phat tan tin nhan rac Itra ddo nguoi dung, dac biét la
nguci dung tai cac do thi.

Tin nhan van ban
19:49, HOmM nay

Chung toi phat hien tai
khoan cua ban dang
tieu dung o nuoc

ngoai .Neu khong phai
ban dang tieu dung vui
long nhap vao https://
v-acb.com de huy
thanh toan

Tin nhdn gid mao ngédn hang ACB dugc gui dén khach hang



Nhirng ké Itra dao dung thiét bj trén gui tin nhan rac truc ti€p vao dién thoai ma
khong thdong qua mang vién thong di déng. Ching thay déi thong tin ngudn gui
(s6 dién thoai, dau s6 hoac tén dinh danh) nham tao long tin, danh |ra ngudi
dung.

NOi dung tin nhan thudng la quang cdo, huéng dan hodac chia dudng link téi
website gid mao giong website chinh thong clia cac t6 chirc tai chinh, ngan
hang dé€ dan du va danh cap théng tin nguoi dung nhu tai khodn, mat khau, ma
OTP...

Ké Ilra ddo dung thong tin cd nhan cda nguodi dung dé dang nhap vao website
chinh thitc cla cac t6 chirc tai chinh, ngan hang, 1dy ma xac thuc OTP (néu
can). Sau khi dién thoai ngudi dung nhan dugc ma xac thuc OTP, website gia
mao sé dugc diéu hudng sang trang thai yéu cau ngudi dung cung cap ma Xxac
thuc OTP. Nguoi dung khdng canh gidc sé cung cap OTP va ké Iira ddo hoan tat
qué trinh chiém doat tién trong tai khoan.

Xac dinh day la hanh vi rat tinh vi va nguy hiém, Cuc An toan thong tin dang
phoi hop chat ché véi luc lugng cong an, cac co quan chiic nang, doanh nghiép
vién thong dé trién khai cac bién phap ngan chan, diéu tra, xac minh ngudi vi
pham phap luat.

DE& phong ngtra va phdi hop xt ly, Cuc An toan thong tin dé nghi nguoi dan kiém
tra, xdc minh ky cac website, ing dung (app) trong tin nhan nhéan duoc, k€& ca
cac tin nhan thuong hiéu, tin nhan tir cdc dau sé ngan; tuyét doéi khong truy cap
vao cac website, ing dung cé ngudn goc, ndi dung khong ro rang.

Khi nhan dugc tin nhan c6 néi dung Ira ddo, gid mao, dé nghi phan anh véi Cuc
An toan thong tin qua dau s6 tin nhan 5656 hoac qua website
https://thongbaorac.ais.gov.vn/ dé Cuc An toan théng tin kip thaoi diéu phoi, phoi
hop véi cac don vij lién quan xu ly.
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