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Canh bdo vé cac 16 héng an toan théng tin
trong cdc san pham Microsoft
09:27 15/07/2024

Méi day, Cuc An toan thong tin da cé canh béo vé céc 16 héng an toan thong tin
anh hudng cao va nghiém trong trong cac sdn pham Microsoft cong bd ban va
thang 7/2024.

Canh bdo lan nay tiép tuc dugc Cuc An toan thong tin, B6 Théng tin va Truyén
thong (TT&TT) gui téi don vi chuyén trach CNTT, an toan théng tin clda cac bg,
nganh va dia phuong; cac tap doan, téng cong ty nha nudc; cac Ngan hang
thuong mai cé phan, cac té chuc tai chinh.

Anh minh hoa

Theo canh bdo, tir 139 16 héng an toan thong tin tén tai trong céc san pham
Microsoft méi dugc hang cong nghé nay cap nhat ban vé, cac chuyén gia Cuc
An toan thong tin khuyén nghi cac co quan, té chic va doanh nghiép trong ca
nudc dac biét luu y 10 16 héng c6 mic anh huédng cao va nghiém trong.

Trong s6 10 16 héng an toan thong tin méi dugc canh béo, c6 8 16 héng cho
phép doi tugng tan céng thuc thi ma tir xa, bao gom: Ba 16 h6ng CVE-2024-



38074, CVE-2024-38076 va CVE-2024-38077 ton tai trong Windows Remote
Desktop Licensing Service; 16 héng CVE-2024-38060 trong Windows Imaging
Component; ba 16 héng CVE-2024-38023, CVE-2024-38024, CVE-2024-38094
trong Microsoft SharePoint Server; 16 héng CVE-2024-38021 trong Microsoft
Office.

Pang chl y, c6 2 16 h6ng an toan thong tin hién dang bi hacker khai thac trong
thuc té&, dé la 16 héng cé ma CVE-2024-38080 ton tai trong Windows Hyper-V
cho phép doi tugng tadn cong thuc hién leo thang dac quyén; 16 h6ng CVE-2024-
38112 trong Windows MSHTML Platform cho phép doéi tugng tadn cong thuc hién
tan cong gid mao - Spoofing.

D& ddm bdo an toan cho hé théng thoéng tin cda don vi, gép phan bao ddm an
toan khéng gian mang Viét Nam, Cuc An toan thoéng tin khuyén nghj cac co
quan, t6 chic, doanh nghiép trén toan quoc tién hanh kiém tra, ra soat, xac
dinh may tinh s&t dung hé diéu hanh Windows c6 kha nang bi dnh hudng béi cac
16 héng an toan théng tin dnh hudng mdc cao va nghiém trong ké trén.

Trong truong hgp xac dinh bi dnh hudng, cac don vi can khan truong cap nhat
ban vé dé kip thai trdnh nguy co bi tdn cdéng mang tu khai thac cac 16 héng an
toan théng tin.

Khi can ho trg, cac don vi c6 thé lién hé dau méi ciia Cuc An toan théng tin la
Trung tdm Gidm sat an toan khéng gian mang quéc gia - NCSC theo dién thoai:
02432091616 va thu dién td: ncsc@ais.gov.vn.
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