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Canh bdo vé cac 16 héng bao mat muc cao
trong nhitng san pham Microsoft
10:06 11/03/2022

Cuc An toan théng tin, B Thong tin va Truyén Théng vira cé cadnh bao vé cac 16
héng bao mat muc cao trong nhitng sdn pham Microsoft cong bé thang
03/2022.

am Windows10

Anh minh hoa. (Anh: internet)

Canh bao dugc B6 Thong tin va Truyén thong (TT&TT) gui téi don vi chuyén
trdch vé CNTT cla b0, co quan ngang b0, co quan thudéc Chinh pha; S& TT&TT
cula tinh, thanh pho truc thudc Trung uong, tap doan, téng cong ty nha nudc,
ngan hang, t6 chic tai chinh va hé théng don vi chuyén trach vé an toan thong
tin.

Co quan nay cho hay, ngay 08/03, Microsoft da phat hanh danh sach ban va
thang Ba vdi 71 16 h6ng bao mat trong cdc sdn phdm cta minh. Trong 71 16
héng méi dugc Microsoft céng bd va phat hanh ban va, Cuc An toan thong tin
dé nghi céc ca quan, don vi, doanh nghiép dac biét chd y 8 16 héng bao méat cé
muc anh hudng cao.



Cu thé, 2 16 héng bdo méat CVE-2022-21990, CVE-2022-23285 ton tai trong
Remote Desktop Client cho phép déi tugng tan céng thuc thi ma tir xa. Cung cé
diém CVSS la 8.8, hai 16 héng bdo méat nay dén cac méy dung Windows Server
2008/2012/2016/2019/2022, Windows 10/8.1/7. Cac 16 héng da cé ma khai théac
dugc cbng b6 réng rai trén Internet.

Cling dnh hudng dén may dung Windows Server 2008/2012/2016/2019/2022 va
Windows 11/10/8.1/7, 16 héng bdo mat CVE-2022-24459 trong Windows Fax va
Scan Service cho phép déi tugng tan céng thuc hién tan cong leo thang dac
quyén.

L6 héng bdo méat CVE-2022-24508 trong SMBv3 cho phép déi tugng tan cong
thuc thi ma tu xa trén Windows SMBv3 Client/Server. L6 h6ng nay anh hudng
dén cac may dung Windows 10/11, Windows Server 2022.

L6 héng bdo méat CVE-2022-23277 trong Microsoft Exchange Server cho phép
doi tugng tan cong thuc thi ma ti xa véi tai khodn xac thuc hgp 1&; anh hudng
cac may dung Microsoft Exchange Server 2019/2016/2013.

Cé diém CVSS la 7, 16 héng bao mat CVE-2022-21967 ton tai trong Xbox Live
Auth Manager for Windows cho phép déi tugng tan céng thuc hién tan céng leo
thang dac quyén.

Trong khi dd, 16 h6ng bdo mat CVE-2022-22006 trong HEVC Video Extensions
cho phép déi tugng tan cong thuc thi ma tur xa; va 16 héng bdo mat CVE-2022-
24501 trong VP9 Video Extensions cling cho phép doi tugng tan céng thuc thi
ma tu xa.

D& ddm bdo an toan théng tin cho hé théng thong tin cla cédc co quan, té chuec,
doanh nghiép, tir dé gép phan bdo ddm an toan cho khdong gian mang Viét
Nam, Cuc An toan thong tin, BO TT&TT khuyén nghi cac don vi ki€m tra, ra soat,
xac dinh may s dung hé diéu hanh Windows cé kha nang bi anh hudng; thuc
hién cap nhat ban va kip thoi dé€ tranh nguy co bi tdn cong.

Trudong hgp can thiét, cac don vi c6 thé lién hé dau maéi ho trg clia Cuc An toan
thong tin la Trung tdm Gidm sat an toan khong gian mang quoéc gia (NCSC) theo
soO dién thoai 02432091616 va thu dién t&r ais@mic.gov.vn
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