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PE& tranh bj Itra ddo, ngudi dan can hét sic canh giac trude cac duong link la.

Anh minh hoa

Theo Cuc An toan théng tin, BO Théng tin va Truyén thong, chiéu tro rai link
phishing Ira dao, seeding quang cdo "ban" trén Facebook thudng cé6 mot s6 dau
hiéu dang chd y nhu:

- Tao trang web gid mao: Ké Ira ddo tao mdét trang web gid mao cé giao dién
tuong tu nhu moét trang web dang tin cay nhu ngan hang hoac dich vu truc
tuyén. Trang web nay dugc thiét ké dé thu thap théng tin cd nhan va dang nhap
cla ngudi dung khi ho nhap vao.

- Tao MmOt duong link hdp dan: Ké Itra ddo tao mot duong link hap dan st dung
mot tiéu dé hoac md td ma ngudi dung cé thé quan tdm, chang han nhu "Nhén
ngay uu dai dac biét" hoac "Kiém tra tai khodn cla ban" hoac "Ban bi béc phot"
hoac cac su kién dang hot trending xu huéng trén mang xa hoi. Pam bdo duong
link nay giong nhu mot duong link dang tin cay dé€ gay thién cadm va khé phat
hién.



- Rai link va seeding quang cdo ban trén Facebook: Ké Ilra dado s dung cac tai
khoan gid mao hoac cac tai khoan da bi xam nhap dé rai link va seeding quang
cdo ban trén Facebook. Dang bai viét, nhan xét, binh luan hoac quang céo vdi
duong link d& duoc tao, hap dan ngudi dung dé nhan vao.

- LUra ddo va danh cap thong tin, tai san: Khi nguoi dung nhan vao duong link
Ilra ddo, ho sé dugc chuyén hudng dén trang web phishing ma ké Itra dao da
tao. TU do, ké Itra ddo c6 thé thu thap thong tin cd nhan, tai khoan hoac dang
nhép cta ho va st dung d€ Ira ddo hoac danh cap tai san.

Cuc An toan thong tin, BO Thong tin va Truyén thong khuyén céo, dé€ tranh bi
Ilra ddo, ngudi dan can hét sic canh giac.

- Can than véi cac duong link khéng ré nguén géc: Khi ban nhan dugc mot
duong link tr nguén khong ré hoac khong quen thubc, hay can than va khéng
nhap vao ngay. Kiém tra xem link cé xuat phat t&r mot nguén dang tin cay hay
khéng. Cac dudng link rdt gon ciing can dugc kiém tra trudc khi nhéap vao.

- Kiém tra dia chi URL trudc khi nhap vao: Trudc khi nhap vao mot duong link
trén Facebook hodc bat ky nén tdng nao, hay ki€m tra dia chi URL trén thanh
dia chi cta trinh duyét. Ddm bao rang né khép véi trang web ban dinh truy cép
va khéng c6 céc ky tu hoac chudi la.

- Danh gia tinh xac thuc cta quang cdo, tin nhan, binh ludn: Khi ban thay mot
guang cdo trén Facebook, hay danh gia tinh xac thuc cta né trudc khi tuong
tdc. Kiém tra chinh xac ngudn g6c cla quang cdo, tim hi€u vé cong ty hoac san
phdm dugc quang cdo va dam bao rang né khong cé dau hiéu Ira dado hoac
danh cap thong tin.

- Tang cuong bao méat tai khoan: Dam bao rang ban si dung mat khau manh va
kich hoat cac bién phap bdo mat b6 sung nhu xac thuc hai yéu té cho tai khoadn
Facebook clia ban. Diéu nay gilp ngan chan ké xau truy cap vao tai khoan va
tranh viéc rai link phishing tur tai khodn cta ban.

- Tim hiéu vé cac hinh thic Itra ddo va phishing: D€ tré nén canh giac hon, tim
hi€u vé cac hinh thic Itra dado va phishing phé bién, cung véi cadc dau hiéu nhan
biét va ky thuat Ira ddo. Diéu nay gilp ban nhan ra cac quang cdo hoac duong
link ddng ngo va tranh nhap vao chidng.

- Cai dat phan mém chong phishing va bdo méat: S& dung phan mém chong
malware va chéng phishing dé€ bdo vé thiét bi cGa ban



- Can trong véi viéc chia sé thong tin cd nhan: Han ché viéc chia sé thong tin ca
nhan trén Facebook va cac nén tdng truc tuyén khac. Tranh viéc cung céap
thong tin nhay cam nhu s6 thé tin dung, s6 bdo hiém xa hoi hoac bat ky thong
tin cd nhan khéac cho cac dudng link hodc quang cdo khong ré nguén goc.

- Kiém tra danh gid va phan hoi cia nguoi dung khac: Trudc khi tuong tac vdai
mot duong link hoac quang cdo, hay doc cac danh gid va phan hoi tu nguoi
dung khac. Néu cé nhiing bédo cédo vé Ilra dao hoac danh cap théng tin, hay can
nhac va tranh tuong tac véi nbi dung do.

- Ludn cap nhat va st dung phién badn méi nhat cda trinh duyét va phan mém
bdo mat: Dam bao rang ban luén cap nhat phién ban mdi nhat cda trinh duyét
web va phan mém bdo mat trén thiét bi cda ban. Cac badn va bdao mat thuong
cung cap bao vé chong lai cac 16 héng bao mat va cac cudc tédn cong phishing.

- B4o cdo céac truong hop dang ngo: Néu ban phat hién mot duong link phishing
hodc quang cdo Itra dao trén Facebook, hdy bdo cdo cho Facebook bang cach
st dung tinh nang béo cdo hoac lién hé truc ti€p vGi ho d€ théng bdo vé tinh
huéng. Bang cach bdo cdo, ban gillp ngan chan su lan truyén cla Itra dao va
bdo vé cdng dong truc tuyén.

- Gido duc va nang cao nhan thidc: Nam ving kién thic vé cac hinh thic Itra dao
va phishing trén mang xa hoi. Hay chia sé théng tin va nhan thdc nay véi gia
dinh, ban beé va cong dong cla ban dé gilp ho trdnh tré thanh nan nhan va
cung nhau tao mét maéi truong truc tuyén an toan hon. Theo doi va cap nhat cac
thong tin, tinh hudng, dau hiéu vé llra dao truc tuyén tai C6ng khong gian mang
quoc gia (khonggianmang.vn).
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