TAP CHI BIEN TU

THUONGHIEU
Q CONGLUAN

Canh giac véi thu doan lua dao truc tuyén
Quishing qua ma QR code
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Trong thoi dai céng nghé s6, ma QR ngay cang phd bién trong thanh toan, dang
nhap dich vu hay tiép can thong tin. Tuy nhién, diéu nay cling dang bi tdi pham
mang lgi dung dé thuc hién hanh vi ltra dao.

Mot ch quét ma QR tudng chimng v hai cé thé tré thanh “cdnh cla” dé doi
tuong danh cap dir liéu ca nhan, chiém quyén truy cap tai khoadn ngan hang va
tham chi chiém doat tai san. Tha doan nay dugc goi la Quishing - viét tat cla
“QR code phishing”, tic Itra dao truc tuyén qua ma QR.
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Canh giac vaéi tha doan Itra dao truc tuyén Quishing qua ma QR code
(a3nh minh hoa)

Theo cong an tinh Lao Cai, kich ban Quishing thuong dién ra nhu sau: déi tugng
tao ma QR chira dudng link gid mao, dan dén cac trang web c6 giao dién giong
hét ngan hang, vi dién t&, email hodac dich vu truc tuyén. Sau dé, ma QR nay
dugc gan vao email, tin nhan, poster, to roi hay bang quang cdo nai cong cong.




Khi nguoi dung mat canh gidc quét ma, ho sé bi diéu huéng dén trang gid mao
va bi yéu cau nhap théng tin cd nhan, mat khdu, ma OTP. Ngay lap tlc, di liéu
roi vao tay ké gian hoac thiét bi cia nan nhan bi cai ma doéc ma khéng hé hay
biét.

Céac chiéu thic Quishing phé bién gom: Dan dé ma QR gid tai bén xe, quan an,
diém thanh toadn cong cbéng; Gai ma QR kém email, tin nhan gid mao ngén
hang, cong ty van chuyén, co quan nha nudc; SU dung trang trung gian dé thu
thap d@ liéu trudc khi chuyén hudng sang trang web that, khién ngudi dung khé
phat hién.

Nguoi dan can canh giadc trudc céc dau hiéu dang ngd nhu: email, tin nhan la
thic giuc quét ma ngay lap tlrc; ma QR xuat hién trén to roi, bang quadng cao
khéng ré nguon goc; trang web sau khi quét yéu cau dang nhap tai khoan, cung
cap mat khau hay méa OTP.

D& phong nglra Quishing, co quan chiéic nang khuyén cdo: Nguoi dung khong
quét ma QR khdéng ré ngudn goc, dac biét tai noi cong coéng cd dau hiéu dan
chong; Kiém tra ky duong dan, chi truy cap cac dia chi chinh thic c6 giao thic
bao mat https://; St dung ing dung quét QR uy tin cé chlc nang canh bao; Cap
nhat phan mém bdo mat thuong xuyén; Bat xac thuc hai 16p dé bdo vé tai
khoan.

Cling theo Cong an tinh Lao Cai, mdi ca nhan céan trg thanh “ngudi dung thong
minh”, tinh tdo trudéc nhiing cu quét ma QR tudng chiung don gidn. Trang bi kién
thic an toan thoéng tin, than trong khi chia sé dir liéu cd nhan va chd dong
tuyén truyén cho ngudi than, ban be sé gdép phan tao dung moéi truong sé an
toan, lanh manh, ngan chan cac thu doan lira ddo ngay cang tinh vi.
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