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Cuc An toan thong tin dé nghi cac don vi ra
soat, xac dinh may st dung hé diéu hanh
Windows c6 kha nang bi anh huéng

16:03 14/11/2022

Théng tin vé cac 16 héng bao mat anh hudng cao va nghiém trong trong cac san
pha@m Microsoft cdng bd thang 11/2022 vira dugc Cuc An toan thong tin, BO
TT&TT canh bdo téi don vi chuyén trach vé CNTT céc bd, nganh, dia phuong;
cac tap doan, tong cong ty nha nudc; cdc ngan hang nha nudc; cadc ngan hang,
t6 churc tai chinh cung hé théng cac don vi chuyén trach vé an toan thong tin.
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Anh minh hoa internet.

Theo Cuc An toan thong tin, trong danh sach ban véa thang 11 véi 64 16 héng
bdo mat méi dugc Microsoft phat hanh ngay 8/11 vira qua, dang luu y la 18 16
héng cé mdc anh hudng cao va nghiém trong.

Trong d6, cé 6 16 héng CVE-2022-41082, CVE-2022-41040, CVE-2022-41080,
CVE-2022-41079, CVE-2022-41078, CVE-2022-41123 t6n tai trong Microsoft




Exchange Server cho phép déi tugng tan céng thuc thi ma tir xa, nang cao dac
quyén.

Hai 16 hong CVE-2022-41128, CVE-2022-41118 trong Windows Scripting
Languages cho phép déi tugng tan cong thuc thi ma tir xa. “Cac 16 héng nay
dang bi khai thac trong thuc té&”, Cuc An toan thong tin cho biét thém.

Cung vaéi dé, con cé 16 héng CVE-2022-41091 trong Windows Mark of the Web
cho phép doi tuogng tadn cong thuc hién tadn cong vugt qua co ché bao méat. Lo
héng CVE-2022-41073 trong Windows Print Spooler cho phép déi tugng thuc
hién tan céng nang cao dac quyén.

L6 héng CVE-2022-41125 trong Windows CNG Key Insolation Service cho phép
doi tuogng thuc hién tan céng nang cao dac quyén.

Ba 16 hong CVE-2022-41044, CVE-2022-41088, CVE-2022-41039 trong Windows
Point-to-Point cho phép doi tugng tan cong thuc thi ma tur xa.

Véi 4 16 héng CVE-2022-41105, CVE-2022-41106, CVE-2022-41063, CVE-2022-
41104 trong Microsoft Excel, cac 16 héng nay cho phép déi tugng tan cong thuc
thi ma tu xa, tan cong gid mao, thuc hién tan céng vuot qua co ché bao mat.

D& dam bdo an toan thong tin cho hé thong thong tin cdia don vi minh, gép
phan bdo dam an toan cho khoéng gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi cac co quan, té chirc, doanh nghiép kiém tra, ra soat, xac dinh may
st dung hé diéu hanh Windows c6 kha nang bi dnh hudng. Truong hop bi anh
hudng, don vi can cap nhat ban va kip thai dé tranh nguy co bi tan céng.

Céac co quan, té chic, doanh nghiép ciing dugc yéu cau tdng cudng gidm sat va
san sang phuong an x ly khi phat hién cé dau hiéu bj khai thac, tan cong
mang; dong thoi thudng xuyén theo doi kénh cdnh bdo cla céc co quan chuirc
nang va cac té chirc 16n vé an toan théng tin dé phat hién kip thoi cadc nguy co
tan c6ng mang.

Truong hgp can thiét, cadc don vi co thé lién hé dau maéi ho trg clia Cuc An toan
thong tin 1a Trung tam Gidm sat an toan khéng gian mang qudc gia theo sé dién
thoai 02432091616, va thu dién t& ais@mic.gov.vn.
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