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Dau hiéu nhan dién tai khoan mang xa hoi bi
danh cap, nhan tin lura ddo
15:29 19/07/2023

Thoi gian qua, tinh hinh téi pham va vi pham phap luat lién quan dén hoat dong
Ilra ddo chiém doat tai san van dién bién phdc tap, v6i thd doan tinh vi, dac biét
la Ira dado chiém doat tai san trén khong gian mang c6 chiéu hudng gia tang.
Nhom toi pham nay st dung nhiéu thi doan khéac nhau dé chiém quyén diéu
khién tai khodan mang xa hoi (gti cadc duong link gid mao thong tin dich bénh
COVID-19, quang cao tuyén dung, lam viéc tai nha, cac tro chai gidi tri trén
mang...).
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Anh minh hoa

Ngudi dung can luu y nhirng dau hiéu sau dé nhan dién tai khodn mang xa hoi
bi ddnh cap, nhan tin lra dao:

- Tin nhan hodc email dang ngd: Néu ban nhan dugc moét tin nhan hoac email tur
MmOt ngudi ban trong danh sach ban bé yéu cau cung cép thong tin cd nhan
nhay cdm, yéu cau chuyén tién hoac thuc hién hanh ddng khan cap, hdy canh
giac. Bac biét, néu tin nhan cé cha céac 16i khan cap, de doa hoac yéu cau
khéng phu hgp, hay kiém tra lai xem cé phai tin nhan thuc su tir ban bé cta ban
hay khong.



- Su thay déi dét ngdt trong ngdn nglr hodc phong cach viét: Néu tin nhan tir
ban bé cé su thay déi doét ngot trong cach viét, tr nglr khong giéng vaéi phong
cach théng thuong hoac cé chira cac 1oi I1€ la lung, can than hon.

- buong link ddng ngo: Kiém tra duong link dugc chia sé trong tin nhan. Néu
duong link c6 dau hiéu ddng ngd nhu URL khong phé bién, thiéu ky tu an toan
(https://), hoac diéu hudng dén céac trang web khdéng ré nguon gbéc hoac dang
ngd, hay tranh nhap chudt hoac truy cap vao dudng link dé.

- Yéu cau cung cap thong tin cd nhan hoac thoéng tin dang nhép: Luu y rang ban
khong nén cung cap thong tin cd nhan nhay cam hoac thong tin dang nhap (tén
dang nhép, mat khau) théng qua tin nhan hoac email. Lira ddo thudng s dung
chiéu nay dé chiém quyén diéu khién tai khodn cua ban.

- Xac minh théng tin: Néu ban nhan dugc mot tin nhan hoac email ddng ngo tir
MmOt ngudi ban, hay th lién hé truc tiép véi ho théng qua cac phuong tién khac
(dién thoai, tin nhan, email) d€ xac minh xem tin nhan dé cé phai tu ho hay
khong. Bung st dung théng tin lién hé dugc cung cap trong tin nhan dang ngo
dé xac minh.

- Bdo cdo va cdnh bdo: Néu ban nhan thay bat ky dau hiéu Ira ddo nao, hay bdo
cdo ngay lap tlc cho ngudi ban bé bi dnh hudng va thong bao vu viéc cho nén
tang mang xa hoi hoac dich vu email dé€ ho cé thé thuc hién bién phap can
thiét.

Can lam gi khi bi danh cap tai khodn mang xa hoi, nhan tin Itra dado?

Néu ban hay nguoi than gap phai bat ky dau hiéu nao nhu trén, hay thuc hién
cac bién phap sau:

- Thay d6i méat khau ngay lap tdc cla tai khoan mang xa hoi va sir dung mot
mat khdu manh, bao gém ca ch{t hoa, chir thuong, sé va ky tu dac biét.

- Bdo cdo su co thdng qua mang xa hoi hoac cac lién hé khac nhu dién thoai,
email.

- Thong béo cho ban beé va nguoi than trong danh sach ban bé cta ban vé tinh
huéng va canh bédo ho khéng nén tin tudng hodc phan hoéi vao nhing tin nhan
Ira ddo.

Ngoai ra, hay luén gilr canh giac va tuan thu cac bién phap bdao mat co ban nhu
khong chia sé thong tin cd nhan va mat khau véi bat ky ai, khéng bam vao cac
lién két khéng ré ngudn goc hoac tin nhan dang ngo, va cap nhat phan mém



bdo mat dinh ky dé tranh cac 16 héng bdo mat.
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