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L6 héng 1-click RCE de doa dén nguy co mat an
toan thong tin
14:47 11/02/2022

Pai dién Trung tdm Ung ctu kh&n cdp khéng gian mang Viét Nam-VNCERT/CC,
thudc Cuc An toan thong tin, B Théng tin va Truyén théng cho biét, 16 héng
bao mat nghiém trong trén Viber Desktop vua dugc déi ngl nay phat hién.
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Anh minh hoa. (Anh: internet)

Theo VNCERT/CC, 16 héng 1-click RCE anh hudng dén tat cd may tinh cla nguoi
dung dang cai dat Viber nén tang Windows, MAC va Linux.

L6 héng bdo mat 1-click RCE trong thu vién Qt5, ké tan céng cé thé danh quyén
ki€m soat hoan toan may tinh cla nguoi dung théng qua mét cu click chudt.
Diéu nay de doa dén nguy co mat an toan thong tin, vi pham dit liéu cé nhan
cla hang tram triéu nguai dung Viber trén thé gidi dang s dung (ng dung chat
OTT nay.



Pay la 16 héng bdo mat thi hai dugc Trung tdm VNCERT/CC phat hién va canh
bdo cho déi ngli bdo mat cla Viber thuc hién khac phuc trong vong 03 thang
qua.

Pai dién VNCERT/CC cho biét, khéng chi méi Viber mdi ton tai 16 h6ng bdo mat,
ma hién nay & Viét Nam va trén thé gigi rat nhiéu phan mém dang ton tai 16
héng va cé thé bi khai thac bat c IUc nao, ké ca day la nhitng hang cong nghé
I6n.

Vi vay, dé€ gidm thi€u t6i da nguy co bi tdn cong mang, cac té chic, doanh
nghiép trong nudc can ap dung cac bién phap dam bao an toan ngay tu khau
thiét k&, tuan thud tiéu chuan 1ap trinh an toan, ddm bdo thuc hién danh gia bao
mat cac iing dung trudc khi cong khai ra internet, t&r dé gép phan tao ra hé sinh
thai an toan cho nguoi dung té chirc va doanh nghiép.

DE& bao vé ngudi dung trudc nguy ca bi tan céng mang, chuyén gia Trung tam
VNCERT/CC khuyén nghi ngudgi dung can tai vé va cap nhat ngay phién ban
Viber Desktop méi nhat trén cac nén tdng hé diéu hanh Windows, MAC hay
Linux.
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