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Microsoft phat hanh ban cap nhat bao mat
Patch Tuesday

16:44 16/02/2023

Microsoft phat hanh ban cap nhat bdo mat Patch Tuesday cho nguoi dung
Windows. Ban cap nhat nay véa téng cong 76 16i, bao gém 7 16i nghiém trong va
3 16 héng zero-day ma Microsoft cho biét da bi khai thac trong thuc té.

= Microsoft

Anh minh hoa. (Anh: internet)

Trong s6 3 16 hdng zero-day, hai 16 h6ng dnh hudng truc ti€p dén ngudi dung
Windows 10 va Windows 11, cling nhu hau hét cac phién ban Windows Server
tr nam 2008 trd lai day. L6 héng con lai tadc ddng dén ngudi dung Microsoft
Publisher. Néu ké xau tan céng thanh céng, ching cé thé chiém quyén diéu
khién may tinh.

Cu thé, 16 hong CVE-2023-21823 dugc xem la nghiém trong nhat. Khéng chi dnh
hudng dén Windows 10 va 11, né con la mot 16 héng RCE (thuc thi ma tir xa).
Piéu dé dong nghia ké tan coéng cd thé chay ma trén may tinh ma khong can



dang nhap giong nhu chidng la mot ngudi dung hgp phap. Theo Microsoft, néu
thanh céng, chiing cé thé gianh dugc dac quyén hé théng (SYSTEM privilege).
Chuyén gia bdo mat Mike Walters dén tir hdng Actionl cho biét khai thac 16
héng nay tuong déi don gian, khong can tuong tac cdia nguoi dung.

Diém khéac biét so vGi cac ban va bado mat trudc day la lan nay, né sé dugc gui
dén nguoi dung théng qua Microsoft Store thay vi Windows Update. Vi vay, véi
nhitng nguoi da vo hiéu hda tu ddng cap nhat trong Microsoft Store, Microsoft
sé khdéng ty déng gui cap nhat.

L6 héng CVE-2023-21715 nam trong Microsoft Publisher, cho phép mot tai liéu
vuot qua “hang rao bao vé” cua Office. Ké tdn cong sé Ira nan nhan théng qua
hinh thirc social engineering dé tai vé va ma tai liéu tir website, tir d6 dan dén

may tinh bi tan cong.

Nan nhan cta 16 héng CVE-2023-23376 tuong tu CVE-2023-21823 nhung né
khong phai 6 héng RCE ma la 16 héng EOP (leo thang dac quyén). Néu bi khai
thac thanh cong, quyén truy cap thong thuong cé thé tang 1én cap dé hé thong.
N6 cling khong yéu cau tuong tac cla ngudi dung.

DU ban va thdng 2 nhé hon ban va thang 1, CEO HighGround.io Mark Lamb cho
rang, viéc xuat hién 3 16 héng zero-day va 12 16i lién quan dén leo thang dac
quyén cho thay né van la mét ban cap nhat quan trong. Richard Hollis, CEO Risk
Crew, goi day la nhitng ban cap nhat can thiét, dac biét gitta boi cdnh ngudi lam
viéc tai nha ngay cang nhiéu.
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