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Chi trong vai ngay gan day, cac ngan hang nhu Vietcombank, HSBC, (ng dung
ngan hang s6 Timo (VP Bank) déu gui théng tin cdnh bdo dén ngudi dung vé
nguy cdo bi danh cap théng tin tai khoan trong giai doan cach ly xa hoi.

Khéch hang than trong truéc nhirg thu doan Itra dao cua téi pham

Cu thé, tdi pham gia mao céc co quan nha nudc, co quan chic ndng phong
chéng dich bénh (Tha tuéng Chinh phd, Ban chi dao phong chéng dich bénh
quéc gia, BO Y té...) gl thu dién t& (email) cé chu dé lién quan dén Covid-19
nhu “Cap nhat théng tin vé Covid-19”, “Ban bd Kit test nhanh Covid-19” hoac
“Khai bdo y té lién quan dén Covid-19”... dinh kem tép tin chla virus, ma doc
hoac dudng link dan tdi dia chi website, (ng dung cé luu trir cac tép tin chira
virus, ma doc.



Khi nguoi nhan email mé tép tin hoac truy cap vao duong link hoac tai ing dung
theo duong link, virus, ma doc sé ngay lap tlc dugc tai tu ddng va cai dat trén
thiét bi cd nhan cta ngudi nhan email va danh cap théng tin dé thuc hién cac
giao dich chiém doat tai san sau do.

Timo cho rang tdi pham cé thé gid mao goi tir co quan cdng an hoac nhan vién
toa an yéu cau ngudi dung chuyén mot so tién dé tién hanh diéu tra. Hoac ké
xau co thé gui tin nhan gia mao tir ban bé hodc nguoi than yéu cau cung cap
thong tin tai khoan ngan hang hoac ma OTP.

Trong giai doan nay, HSBC cho rang ké lira ddo con mao nhan email tir T6 chic
Y té thé gidi, tir cac don vi quyén goép, duong link ban dé theo doi dich bénh,...
nham Itra 18y thong tin tai khoan.

Tat ca cdc ngadn hang déu khang dinh khéng bao gid yéu cau khach cung hang
cap mat khau, ma PIN, ma OTP hay chuyén tién vao bat ky tai khodn an toan
nao.

HSBC khuyén khach hang luén cén trong véi email, dién thoai, tin nhan tu sé la.
Can lién lac vGi cong ty hoac t6 chic dugc nhac dén, bang email hoac sé dién
thoai c6 thé xac minh la dung.

DE& bao vé tai khoan ciia minh, ngudi dung nén thudng xuyén cap nhat diéu
hanh mé&i nhat cho may tinh, may tinh bang va dién thoai thong minh, va cai
dat phan mém chéng virus uy tin.

Trudc dé, so liéu do cong ty bdo mat Kaspersky céng b6 cho thay cac cudc tan
cbng mang tang man trong thai gian gan day. Cu thé, tir cudi thang Hai céac
cudc tdn cong bat dau gia tang trén toan cau.

Rat nhiéu cach thic tan cong mang giai doan nay dugc dua ra, bao gom tan
cong DNS, email Itra ddo, tan cong c6 cha dich. Trong do, s6 liéu cho thay cé
nhiéu cudc tan cong vao khoi y té.
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