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Techcombank phat di thong bdo khan téi toan
bo khach hang

17:24 07/02/2026

Techcombank da phat di théng bao téi khach hang vé théng tin méi.

Thai di€ém cudi nam va Tét Nguyén dan la giai doan nhu cau mua sam, giao dich
tai chinh tdng cao. Lgi dung tam ly nay, cac déi tugng xau lién tuc s dung
nhiéu chiéu tro Itra ddo tinh vi két hogp cong nghé cao nham chiém doat thong
tin ca nhan va tai san cda khach hang.

Nham bao vé an toan théng tin va tai san cta khach hang trong dip cuéi nam
va Tét Nguyén dan, Techcombank cdnh bdo cac hinh thic Itra ddo tai chinh
ngay cang tinh vi, Igi dung cong nghé cao va tdm ly mua sam, giao dich tang
cao trong giai doan cao di€ém dé chiém doat thong tin cd nhan va tai sdn cla
ngudi dan.

Anh minh hoa
Mét sé hinh thic lira dao phé bi€n hién nay gom:

Gia mao chuong trinh tang qua, khuyén mai cuéi nam




Céac do6i tuong mao danh ngan hang hoac thuong hiéu Ién thong bao tang qua,
tang diém thudng, théng bao diém sap hét han, hé trg khda thé, hoan phi dich
vu... nham dan du khach hang bam vao duong link la, tai tng dung gid mao
hodc cung cap théng tin cd nhan. Bén canh do, ké gian con chao magi vé may
bay, gid qua Tét gia ré bat thuong, yéu cau chuyén khoan truéc dé “gilr cho”.

Gia mao co quan chuc nang

Poi tugng mao danh co quan Thué&, Bao hiém xa hoi, Cong an... lién hé ho trg
quyét todn thué, ndp bao hiém, tich hop gidy td cd nhan vao co sé dir liéu dan
cu quoc gia. Ké gian yéu cau nan nhan tai va cai dat cac ing dung gid mao nhu
eTax, VssID, VNelD dé chiém quyén ki€m soat thiét bi.

Lua dao qua ung dung lich va email

Ké gian gui 106i mai su kién kém ndi dung thanh todn bat thuong théng qua
iCloud, macQS, i0S, Gmail, Outlook... khié€n nan nhan hoang mang va goi dién
hodc truy cap duong link dé “xac minh” hay “hudy giao dich”.

Nhiéu email dugc gl tir dia chi hé thong (vi du: noreply@email.apple.com), cé
thé vugt qua cac I16p bdo méat nhu SPF, DKIM, khién nguoi dung dé nham lan.
Khi nan nhéan lién hé, déi tugng gid danh nhéan vién hoé trg va thao tdng tam ly,
yéu cau cai dat phan mém doc hai dé truy cap thiét bj tir xa.

Lura ddo qua cac iing dung nhan tin

Ké gian lgi dung 16 h6ng bao mat trén cdc nén tdng nhan tin hoac dich vu truc
tuyén nhu WhatsApp, iMessage... dé€ truy cap trai phép vao thiét bi ma khoéng
can sy tuong tac clia ngudi dung. Sau do, chdng cai méa doc, chi€ém quyén kiém
soat thiét bi, danh cap dir liéu va thuc hién céc giao dich gian lan.

Techcombank khuyén cao khach hang:

- Khéng bam link hodc truy cap dudng dan tlr bat ky nguén nao khi chua xéac
minh dugc do an toan.

- Khéng cai dat ing dung ngoai App Store hoac CH Play.

- Khéng cung cap OTP, CVV, sb thé, méat khdu cho bat ky ai dudgi bat ky hinh
thirc nao, k&€ cd ngudi tu xung la cd6ng an hoac nhan vién ngan hang.

- Khoéng st dung thiét bi da jailbreak/bé khoda.

- Ludn cap nhat phién ban hé diéu hanh va phan mém mdai nhat dé dam bao
tiéu chudn bao mat cao nhat.
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